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Confidentiality Policy

Scope
This Policy applies to any person who has access to confidential information of the Consortium.
Background
The objective of this policy is to provide guidelines to prevent unauthorized and improper disclosures of the Consortium’s confidential information. This policy is not intended to prevent disclosure where disclosure is required by law.
Definitions
Confidential information applies broadly to Consortium information not in the public domain that the Consortium considers sensitive and therefore wishes to assign access restrictions.  Examples of information that might be designated as confidential include: business plans, rules and procedures, contracts, member information, or certain information related to finance.
Policy	
· Persons who have access to the Consortium’s confidential information shall use it solely for the purpose of performing services for the Consortium.
· Such persons will refrain from disclosing, divulging or making accessible confidential information belonging to, or obtained through their affiliation with the Consortium. The restriction on disclosure applies to friends, relatives and anyone else other than persons who have a legitimate need for such information and to whom the Consortium has authorized disclosure.
· Good judgment and care must be exercised at all times to avoid unauthorized, improper or even inadvertent disclosure of confidential information. For example, conversations in public places and the use of speakerphones are common sources of inadvertent disclosure. Also, leaving confidential information unprotected and in plain view must be avoided. 


Procedures
· Written confidential Information shall be clearly marked as confidential or designated as confidential.
· If in doubt whether information is confidential to the Consortium, the person should request clarification from the Executive Director.
· At the end of a board member’s term in office or upon the termination of an employee’s employment or a contractor’s contract, he or she shall return all documents, papers and other materials that may contain or be derived from confidential information in his or her possession. It is the responsibility of the Executive Director (for staff, volunteers and contractors) and the President (for Board members) to ensure the return of this information
· At the discretion of the Executive Director, confidential information will be identified and stored in a manner that reduces the risk of improper disclosure.
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